The recent series of ethics violations in business (e.g., insider trading) 
Introduction
'1 never thought ethics was something that could be formally taught. I thought ethics was something you learned growing up at home, in school, and in church." Robert Fomon, chairman of E.F. Hutton and Company, made the above comment while discussing his company's guilty plea to 2,000 counts of fraud because of checking-account overdrafts. E.F. Hutton now sends its employees to a course on ethical practices (Business Week, 1985) . The Boesky case and other insider trading cases have elevated interest in business ethics to a new high. However, the surge in interest in ethical issues is not confined to the financial industry. The computer industry has been plagued with problems for many years, to the extent that legislation has been introduced to try to control the problem. The "hackers" legislation is only one example. One would hope that professionals in the field would take personal responsibility in applying ethics to their daily activities, rather than be forced through external pressures (i.e., legislation) to conform a code of ethics.
Buck Bloombecker, director of the National Center for Computer Crime Data in Los Angeles, frequently lectures on ethics to computer classes around the country. Recently a student commented during his lecture that "being ethical only allows other people to take advantage of you ... but I'm not a computer criminal." Bloombecker (1988) says such attitudes prevail in schools where there is no ethics in the computer curriculum. "Faculty members praise me," he says, "for coming in to town to speak about computer ethics. They explain that withall the important changes in technology, they just don't have the time to teach that subject" (p. 17).
Both the ACM and DPMA curriculum committees include ethical issues in the recommended curriculum for IS majors. Both committees debated whether a full course on the subject was justified in light of all the other material needing coverage. For that reason, I was one of the ACM committee members who believed that a full course was unnecessary. But I do include two one-hour sessions on ethics in the capstone course for undergraduate IS majors. However, I experimented with a variety of approaches before I found one that effectively personalizes what many students view to be an abstract subject. This article will cover three approaches to teaching ethics materials and then concentrate on one that appears to be the most successful. My definition of success includes both pedagogical methods and behavioral results.
Before discussing pedagogy, however, it is useful to review the computer-specific ethical issues that arise as a result of the roles of computers, such as:
1. Repositories and processors of information..
Unauthorized use of otherwise unused computer services or of information stores in computers raise questions of appropriateness or faimess.
2. Producers of new forms and types of assets. For example, computer programs ars new types of assets, subject to the same concepts of ownership as other assets.
Instruments of acts.
To what degree must computer services and users of computers, data, and programs be responsible for the integrity and appropriateness of computer output?
4. Symbols of intimidation and deception. The images of computers as thinking machines, absolute truth products, infallible, subject to blame, replacements for human errors, and as anthropomorphic in nature Should be carsfully considered.
These roles of computers have been carefully documented at SRI International in a study of over 550 reported cases of intentionally caused losses associated with computer science and technology (Parker, 1980) . These cases serve as a good starting basis for developing a pedagogy for conveying ethics to students majoring in IS. The evolution of my own pedagogical approaches is provided next.
Pedagogical Approach #1
"Studying ethics is like taking a flu shot," according to one of my students. "You know it is necessary, but there is no way to make it enjoyable." I heard that comment following my initial pedagogical approach to the subject. Students weren't very excited by my introducing the subject with a lecture on the code of ethics for the IS profession. I began with a dictionary definition of ethic: "a principle of dght or good conduct, or a body of such principles." The "body" of principles appropriate to our field has been clearly defined in the ACM and DPMA codes of ethics (Appendices A and B).
After a brief lecture on the need for ethics in the field, students were asked to compare the two codes of ethics to determine differences. This comparison generated good discussion on what had been included in the code and why. Nevertheless, the approach failed to force students to review their own codes of ethics in light of the professional codes. They did not intemalize the material. A change in pedagogy was needed.
Pedagogical Approach #2
For my second evolutionary stage in teaching ethics in IS, I decided to concentrate on examples that would show students how professionals in the field behave in real-life ethical situations. Computerworld proved to be a good. source of articles on violations of ethics codes.
In discussing the cases in class, one group of students was asked to take the position of the guilty person and rationalize the behavior. Another group played the role of an ACM code of ethics committee evaluating the behavior. The approach improved student involvement and generated some interesting discussions.
A few students began to personalize the ethics issues as a result of the revised pedagogical approach. But the majority did not, based on classroom discussion. It was obvious that another approach was needed to try to cause each student to evai(Jate his or her own ethical code against the professional codes.
Pedagogical Approach #3
Six years ago, my third evolutionary stage of teaching ethics to IS majors began. This approach proved successful in getting each student to personalize the topic. The topic was initiated with the following question:
You have purchased a microsoftwars package to use at work. You paid for it personally. The license agreement stipulates "you may use the program on a single machine." You want to make a copy to use on your home computer. You will make surs that you are the only person using the package. This approach appears to adhere to the "spirit" though not the "letter" of the license agreement. Is this consistent with the code of ethics of our profession?
Starting the discussion on the issue of copying of software makes it immediately relevant to all students. It perks their attention. However, the. ethics codes contain nothing on this specific issue. The DPMA code provides a general statement: "In recognition of my obligation to society I shall support, respect and abide by the appropriate local, state, provincial and federal laws."
The ACM code has only one canon that relates to this issue, also quite general: "An ACM member shall act at all times with integrity."
Since this .particular case requires personal interpretation of the code, discussions become quite heated. I explain that, by signing the license agreement, individuals are obligated to avoid copying the software. The majodty of students oppose that view. They rationalize copying software for a myriad of reasons --all of which dodge the issue. Two scenarios in the book are especially appropriate for IS students. Each student is asked to read the Scenarios and then make a decision about the issues. I tabulate the results and report them to the class. Each student is then asked to compare his or her own decision with the class mean and with the AFIPS panel of experts.
The result is a real eye opener for students, because they differ so much from the panel of experts.
The two scenarios are provided below with results of student ratings over the past five years. What is surprising is the wide differences from year to year, with no particular trend in evidence.
The term "practitioner" instead of "panel of experts," is used to simplify presentation.
The first scenario deals with misuse of the campus computer:
A university student used the campus computer time-sharing service as an authorized user.. The director announced that students would receive public recognition if they successfully compromised the computer system from their terminals. Students were urged to report the weaknesses they found. This created an atmosphere of casual game playing and one-upmanship in attacking the system.
The student found a means of compromising the system and reported it to the director. However, nothing was done to correct the vulnerability and the student continued to use his advantage to obtain more computer time than he was otherwise allowed. He used this time to play games and continue his attacks to find more vulnerabilities (Parker, 1980, p. 20) . Table 1 shows the differing views of the experts and the students. J The panel of experts cleady understands the behavior as misuse; students rate it very differently, followingthe campus code of ethics. The essence of the campus code is "beating the system is the name of the game."
When the results of this scenario are reviewed, student opposition concerning copying software begins to diminish. Their discrepancy with the panel of experts is a sobedng experience for students.
The class is more cautious in evaluating the second scenario:
Because of space limitations, I have only presented the results on the decision related to the students' ethics. The scenario also calls for students to rate the director's behavior, first for encouraging compromise and second for not correcting the vulnerability. A programming manager received a directive to develop a set of programs that would circumvent the normal accounting controls in his employers' business. It was explained to him the purpose was only to test new business functions. He protested to his senior manager, but was told that the dangers of circumventing the controls had been assessed and a decision had been made to proceed as planned. The manager implemented the programs (Parker, 1980, p. 133) .
Again, the class mean varied a great deal (See Table 2 .) Only the 1984 and 1987 classes were similar to the panel of experts. Also, 29% and 33% from those classes, respectively, believed no ethics issue was involved, compared to 17% of the panel of experts.
Comparison of Cases to Codes of Ethics
The initial lecture and two cases are covered in the first class. The second class continues the discussion, after students have had an opportunity to reflect on the results for several days. Two general reactions occur. First, students realize that issues of this type do require more attention. It was shocking to them to real- 
Modifications to Pedagogy
Having found a pedagogy that motivates students, I have introduced only slight reflnementsT he weighting on the final exam now includes 5 percent for coverage of ethics content. That small weighting is sufficient to get students to perform another review of the material. Another reinforcement approach is to ask students to bring in newspaper clippings or to descdbe personal incidents involving ethical issues.
We also discuss ethics programs in companies. Students are given the IBM Business Conduct Guidelines (1983) and asked to contrast this very detailed listing versusthe Hewlett-Packard "high-trust" approach, where there are few guidelines. Unfortunately, we are able to spend very little time on this additional material, small in proportion to the value gained by maintaining the emphasis on the subject throughout the semester.
Conclusion
The discussion above concentrates on one of the two aspects in teaching ethics, instructor emphasis on the importance of the subject. The second objective is to try to motivate students to incorporate the code of ethics into their behavior. The first step in this process is to motivate them to personalize the issues discussed in class. The pedogogical process discussed above is successful in causing students to think about how they personally would handle these issues. But does it change their behavior?
One positive piece of evidence is the reduction in cheating in the course. It never was a widespread problem --only a few persons were disposed to cheating. The discussion of the second scenario provides a natural entre to the subject of enforcement of the code of ethics. The DPMA code .states: "In recognition of my obligation to my fellow members and the profession, I shall take appropriate action in regard to any illegal or unethical practices that come to my attention." Many students oppose an honor system because it requires them to "rat" on their colleagues. When they read that the code of ethics for their profession includes enforcement clauses, they began to revise their views on reporting "honor code" violations. Although there is no honor code system in my university, the code of ethics establishes an honor code environment for the course.
I tried to introduce an honor code in my classes a number of years ago. It was not successful; students continued to come by my office from time to time to complain about cheating. They asked me to change my practice of leaving the room during quizzes and exams because some students were cheating, taking unfair advantage of the honest students. I complied. Since .introduction of the topics of ethics and the professional code of ethics for the IS field, I have resumed the practice of leaving the room during quizzes and exams. Students enforce the honor system. There has been only one incident of cheating reported to me in the past five years. I personally grade all quizzes and exams and rarely find evidence of cheating. Several students have discussed with me how cheating was observed in a class and how members of the class immediately reprimanded the individual. Thereafter, cheating was no longer a problem, according to students.
There is another aspect of the course that allows observation of honesty. The course has a large system project where students are encouraged to work together for the first half of the project but are asked to complete the latter half without assistance from others. It is very easy to determine if they colluded on the second part --it would be more difficult to disguise work done in common than to do the work alone. Reduction in collusion has occurred for the project as a result of the ethics addition to the curriculum. Increasingly, managers in firms who hire our IS graduates have asked for on-site presentations on the subject of ethics in the IS profession. Most of this interest has been from our IS alumni who are employees of these firms.
Of course, the ultimate test on whether students have incorporated ethics into their behavior is how they act on the job. This is difficult for an academician to measure. I keep close contact with employers of my students and have not heard of any unethical practices. In other words, none have been caught! "Once they graduate, will students miraculously become more. ethical?" This was the question of Thomas Roberts, a consultant who frequently writes on the issue of illegal copying of software. He says his surveys of students reveal that they are "aware that they are ripping off intellectual property but don't much care. Their attitude can best be summed up by the phrase, 'Everyone else does it, so why shouldn't I?'" (Roberts, p.
48).
Students do not wait until graduation to begin to attain some skills in the tools and techniques taught in the IS curriculum. Nor should they wait to begin to apply their newfound knowledge about professional ethics.
Unfortunately, the IS literature is almost void of articles on the topic; my literature search reveals only two other publications (Gouger, 1984; Johnson, 1984 The approaches used in this project do not conform to a specific research paradigm. Since the ethics issue is expanding in importance for our profession, there may be others who would build on this research. For those reseamhers, I recommend development of a questionnaire for students to complete to enable statistical analysis of the quality of their learning in this subject area.
It is hoped that the above discussion will be of benefit to IS faculty who want to include the ethics topic in the curriculum but must economize among all the topics to cover for majors. It should also be useful to the IS trainer who is attempting to include more ethics instruction for the career development of IS practitioners. He has lectured in more than 50 countries on six continents. He is the author of 16 books and more than 100 papers. Prior to his academic appointment he was a manager in the computer field.
